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BRIEF DESCRIPTION OF TOOL

Organizations make significant investments in their technology infrastructure to do what they can to prevent
a cyber security disaster. Unfortunately, this battle is ongoing as organizations work to stay ahead of bad
actors who continually attempt to find new ways to disrupt systems.

Despite their best efforts designed to prevent cyber security breaches, organizations also know their
strategies are not fool-proof and that at some point they are likely to be impacted by a sudden cyber
breach that must immediately be managed. Preparing response plans before events occur can enhance
an organization’s speed of recovery and resilience.

This tool provides a guide for developing a high-level “playbook” that can serve as a plan to deal with a cyber
security event should one occur. The tool contains a series of questions designed to guide an organization’s
consideration of a number of important topics whose answers can provide the basis for outlining an overarching
response strategy should a cyber breach emerge.

HOW TO USE

In the pages that follow, the tool guides users through a series of questions that management can consider when
evaluating their readiness to respond to a cyber security event. The tool is organized around four high-level
aspects for consideration:

1. Anticipating the Impact of a Potential Cyber Breach Before it Occurs

2. Pre-determining the leadership of a response effort and the roles key individuals will play.
3. Outlining communication strategies

4. Identifying steps to resolve the cyber breach event.
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The tool guides users through a number of questions that business
leaders can use to determine if their current response preparedness
plan addresses answers to those questions. The tool prompts
users to document what they currently know about answers to

the questions and to identify what they still need to determine in e
order to improve their preparedness to address a cyber event. ?
Hopefully, these prompts will help management think through
the kinds of information they may want to include in the Cyber
Breach Playbook.

This tool is copyrighted by the ERM Initiative in the Poole College of Management at North Carolina State
Questions: contact ERM_Initaitive @ncsu.edu. Visit us at erm.ncsu.edu
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TEMPLATE TO GUIDE DEVELOPMENT OF A CYBER THREAT RESPONSE PLAYBOOK

Anticipate

Impact

en their level of preparedness.

Issues to Consider:
The following high-level questions can be used to help guide

management’s discussion to prepare for the impact a cyber
breach might have on the organization.

Developing a playbook can begin by thinking about the big-picture impact to the organization should a cyber breach occur. This helps manage-
ment appreciate the potential scope of the challenge they would face to help them think robustly about what else they need to learn to strength-

What are our Initial
Answers to These
Questions?

What Do We Still Need Who Will Take
to Know? Next Steps to Find Out?

What warning indicators would give management a heads-up that a cyber
breach might be occurring? Who is monitoring those indicators and what
would trigger activation of this Playbook?

What key systems comprise our organization’s IT infrastructure that might
be compromised? Do we have an archived inventory of our key software
systems and the primary functions they provide?

What kinds of data do we maintain and which key systems depend on that
data? Do we have an inventory of critical data stored on our systems, where
it is located, its interconnectivity across systems, and is that data prioritized
as to level of sensitivity? Who are the key data owners?

Where are those systems and data stored and archived and how would we
obtain access to them when a breach has begun?

What areas of organization’s operations and business processes would be
most harmful to us if breached? What are our mission critical systems versus
other important, but less vital, systems?

If certain systems need to be halted until a breach is patched, what are the
high-level consequences to the organization if those systems or data are
offline?

How long can the organization afford to be off-line if key systems and data
are compromised?

What key high-level responses need to be activated to initially limit the impact
(e.g., triage the situation)?

What other aspects about the impact of a breach do we need to consider?

What other aspects about the impact of a breach do we need to consider?
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Pre-determine

Leadership

Issues to Consider:
The following high-level questions can be used to help guide

management’s discussion about the key individuals who will
need to be involved in leading the response effort.

An effective playbook includes pinpointing the appropriate individuals who will lead the response effort, especially those outside IT areas of
responsibility. IT personnel will likely be called on to address the technical issues, but others need to be involved to help provide leadership
and direction. The following questions help management pre-determine key players who need to be involved and their respective roles.

What are our Initial
Answers to These
Questions?

What Do We Still Need Who Will Take
to Know? Next Steps to Find Out?

Who would lead overall response effort to guide all aspects of our organiza-
tion’s response? How are lines of authority made clear?

Who will lead the IT aspects of the investigation, initial patching of systems
and full restoration of operations?

Who are the backups to those key individuals should the lead personnel
not be available? How will we communicate with our leadership team if the
breach affects email or phone communications?

What additional members of management need to be involved? For ex-
ample, are there individuals who do not reside in the central headquarters
location that would need to be involved? If so, who are they and how will be
engage them (virtually or in person)?

How will all the key players know what roles they play and what they need to
do? What would guide their prioritizations of first, second, third, etc. action
steps?

What types of external third-parties (i.e., IT specialists, cyber attorneys, law
enforcement, PR firm, etc.) need to be engaged? What relationship does our
organization have with those external parties? Are they under contract or
retainer?

What other leadership aspects do we need to consider?

What other aspects about the impact of a breach do we need to consider?
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TEMPLATE TO GUIDE DEVELOPMENT OF A CYBER THREAT RESPONSE PLAYBOOK

Because many key stakeholders will be seeking information about the cyber event, an effective playbook includes outlining parties who

Outline
Communications will want and need to be informed and designing communication strategies for sharing updates about the status of the cyber event.
Strategies Thinking through these communications in advance will aid in the timely and accurate responses to those needing to be in the know.

Issues to Consider:
The following high-level questions can be used to help guide What are our Initial What Do We Still Need Who Will Take

management’s discussion about communication strategies to Answers to These Next Steps to Find Out?

"
inform key stakeholders about the breach and the organization’s Questions? O LGITT

ongoing response.

How and when would management communicate about the breach with the
Board? Who would be the spokesperson?

How and when would the organization communicate to customers, employ-
ees, suppliers, and key third-parties about the breach? Who would lead
those communications?

What other key stakeholders (i.e., shareholders, analysts, debtholders, SEC,
external counsel) would the organization need to inform? Who would lead
those communications?

What kind of information would we be willing to share? Do we have draft
templates that outline key aspects of each of these communications that we
could customize to a given event?

How will we distribute these communications (e.g., via email, website, the
media, etc.)?

What high-level solutions might the organization provide to affected parties
to calm them about the breach? What amount is the organization willing
to provide to affected parties? Are there pre-authorized spending limits for
activating these responses?

What is the strategy for handling the media, including social media?

What other aspects regarding our communications should we consider?
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An effective playbook includes guidance to help the organization continue operating while the disruption is present. Pre-defining “work-
arounds” and determining how the organization will know the event has been contained will help strengthen the organization’s agility and
nimbleness.

Identify Steps
to Resolve

Issues to Consider:

The fO||OWI:19 t_ngh Ieyel questions can be used to heIP gul_d_e What are our Initial What Do We Still Need Who Will Take
management’s discussion about processes to keep basic critical Answers to These .
.. . .. . to Know? Next Steps to Find Out?
tasks functioning until the major impacts from the breach can be Questions?
resolved.

What processes allow the organization to “work-around” system outage to
keep workflow ongoing on a temporary basis?

To what extent are the “work-around” processes documented/tested? Have
employees been trained on these processes?

How long are these “work-around” processes sustainable?

How will our organization know the cyber breach event has been contained?

Which systems or data should be prioritized for restoration first?

What is our process for validating that restored systems are secure and
uncompromised?

To what extent has management determined the amount of resources that
might be provided to fix the breach going forward?

Should something be pre-authorized?

Are there other temporary solutions to consider?
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ANSWERS USED TO DEVELOP PLAYBOOK

The questions included in the templates on the prior pages are not all-inclusive. But, they hopefully illustrate the kinds of high-level questions that would be im-
portant to consider when evaluating your organization’s level of preparedness to manage a cyber breach event. Hopefully, as management discusses answers to
each of these questions, that discussion will prompt management to think of other, more detailed aspects that they would want to address in their Cyber Breach
Playbook.

The organization should identify what individual(s) should “own” the development of the Playbook. Once developed, key leaders may want to review the initial
draft for completeness and fine-tuning. There may be a need to validate that certain planned responses have been implemented. Some organizations may want
to conduct mock table-top scenario planning exercises to ensure key individuals understand their roles and responsibilities and to evaluate the Playbook’s effec-
tiveness.

This should be viewed as a “living document” that will be updated on an ongoing basis. As new reports emerge about cyber events affecting other organizations,
business leaders will want to pay attention to issues and challenges they observe and consider whether additional prompts should be address in their Playbook.



